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GEOMEM62

24K SCOS Memory Card

GEOMEM hardware overview

The GEOMEM-62 SCOS resides on a high security, high performance Integrated Circuit (IC) designed for use within smart card applications. The IC uses the latest Complementary Metal-Oxide Semiconductor (CMOS) technology and Flash Non-Volatile Memory (Flash NVM) technology. This technology was chosen to meet the stringent electrical power, physical size, communication speed, and high security requirements of the smart card market.

The GEOMEM hardware platform is a complex, secure System On Chip (SOC). Using an ISO 7816-3 contact interface, this device can communicate with a smart card reader. The device uses an enhanced 8051-compatible microprocessor surrounded by appropriate memory types (RAM, Flash NVM), an ISO 7816-3 standard serial interface and security modules.

The Flash NVM is designed to operate as Electrically Erasable Programmable Read Only Memory (EEPROM) or as User Configurable Memory (UCM™2). The Flash NVM has all the standard characteristics of EEPROM, which are small pages of memory that can be programmed, erased, and programmed again. The UCM can be configured to operate as large page EEPROM, as masked ROM, or as special Execute Only memory. The security of the hardware platform makes it particularly suitable for areas of sensitive data.

SCOS OVERVIEW

1. Introduction

This document defines a smart card operating system, configured to provide basic memory card functionality. Wherever possible EN 726-3 standards have been followed, where necessary proprietary commands have been created to create a flexible but generic operating system. Some special features have been implemented to ensure that the operating system is as robust and reliable as possible.

2. Definitions and Abbreviations

Wherever possible common definitions and abbreviations have been  adopted. 

2.1 Definitions

Access Conditions: A set of security requirements associated with carrying out specific functions on a file.

Application: An application consists of a set of files, which may or may not have their own security mechanisms.

Current Directory: The latest MF or DF selected, or the MF following reset.

Current EF: The latest EF selected or none following reset or directory selection.

Current File: The latest EF or DF selected.

Cyclic EF: A linear fixed EF where the last record is logically linked to the first record.

Dedicated File/DF: A directory with access conditions containing EFs and other DFs.

Directory: See dedicated file.

EEPROM: Electrically Erasable Programmable Read Only Memory or the data memory of the SCOS.

Elementary File/EF: A file with access conditions and data.

File: A DF or EF.

File Identifier: A 2byte value which uniquely identifies each file.

Hexadecimal: Base 16 - a commonly used storage format in computing which has the

values 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E and F.

Linear Fixed EF: An EF which is formatted into records.

Master File/MF: The mandatory highest level DF.

ME: Mobile Equipment - the handset together with the SCOS.

0x: A shorthand notation to indicate that the following value is a hexadecimal value, e.g. 0xA is hexadecimal A (10 in base 10).

Record: A sequence of bytes within an EF handled as a single entity.

Record Number: The number which identifies a record within an EF.

Record Pointer: A pointer that addresses a single record at a time within an EF.

3. Abbreviations

ADM: An access condition (ADMinistration) indicating that the function is controlled by an administration function.

ALW: An access condition (ALWays) which indicates that the function can always be carried out.

ATR: Answer To Reset - that information returned each time the OS is reset.

AUT: See ADM. EN726-3 term for ADM.

CHV: An access condition (CardHolder Verification) which indicates that the function is under the control of the cardholder.

CHV1/CHV2: The CardHolder Verification 1 or 2 are values which the card holder knows and can use to verify their authenticity.

SCOS: Smart Card Operating System.

DES: Data Encryption Standard.

DF: Dedicated File.

ECB: Electronic Code Book. Mode of DES.

EF: Elementary File.

ID: Identifier.

MF: Master File.

NEV: An access condition (NEVer) which indicates that the function can never be carried out.

PTS: Protocol Type Selection

RFU: Reserved for Future Use.

SW1/SW2: Status Word 1/Status Word 2.

Unblock CHV1/CHV2: The special keys used to unblock each of the CHVs should they become blocked by consecutive incorrect verification attempts.

WWT: Work Waiting Time

4. Physical Characteristics

4.1 Chip Specification Features

· OTP - 24K bytes

· Configurable OTP - 13x1K bytes

· EEPROM – 24K bytes

· RAM - 1K bytes

· Supply voltage range of 2.7V to 5.5V

· 8 & 64 bytes EE write/erase operations

· 100,000 guaranteed write/erase cycles

· High speed communications option of 115200 bps @ 3.57 MHz

4.2 Security Features

· Low frequency detector

Should the clock frequency fall below the required level, then the chip will no Longer respond until it is reset with the correct frequency.

· High frequency filter

Should the clock frequency be greater than permitted, the chip will attempt to filter the frequency. If it is consistently greater than that allowed, this filtering will effectively block the clock completely. In this case the low frequency detector, see above, will be activated.

· High & Low voltage detector

Should the voltage fall outside of the permitted range, then the chip will no longer respond until it is reset with the correct voltage.

4.3 Chip Specific Settings

EEPROM update timing will be tuned for a 5 MHz clock for normal operations and a 15 MHz clock for security operations.

4.3.1 General Development Environment

Non-chip specific tools will be used throughout to assist in the development. These tools will include:

PC and cardreader/writer with appropriate drivers

5. Filing System

The OS will provide the following file types:

· Dedicated Files or DFs

· Elementary Files or EFs

· Linear Fixed

· Cyclic

· Transparent

All of the data stored in the SCOS, including security data such as keys and CHVs, is stored using these file types. Each file has associated with it a header that contains identity and management data, which can be different for each type of file. This header information allows the operating system to manage both the filing system and the security.

5.1 Dedicated Files

A dedicated file is more commonly thought of as a 'directory'. It is a functional and hierarchical grouping of files which has a directory at its top. There is no direct relationship between two elementary files at the same level other than through their parent directories. It is possible to have as many layers of DFs as is required, this is not limited to just 2 layers. When a DF is created it is allocated a size. From this size it must allocate space to all its subsidiary files for both data and management information.

There is a special case of a DF, called the MF. This represents the very top of the hierarchy in the SCOS. It would be usual for each application on the SCOS to have its own directory underneath the MF.

5.2 Elementary Files

Elementary files are used to store all of the data that has to be stored on the SCOS. There are three different types of EFs, transparent, linear fixed and cyclic.

Transparent EFs are the SCOSplest files in that they are used to store a sequence of bytes where the SCOS has no knowledge of any format within the sequence. Where these files are used to store a large number of bytes it is possible to offset into the file prior to any update or read operation so that the entire file does not have to be accessed at every operation. Linear fixed files are more complex in that they store sets of sequences of bytes, or 'records'. Within each record the SCOS has no knowledge of any format, but it can manage each record within the file as an individual entity. It is possible to read or update each individual record, but in this case the entire record must be accessed rather than just a small part of it.

Cyclic files are linear fixed files where the last record is linked back to the first record. Therefore if the current position is on the last physical record, the next logical record is actually the first physical record. 

The SCOS manages this physical to logical relationship making it invisible to the outside world.

5.3 File Ids

One of the fields which is always the same for every file type is the file ID. Within the SCOS, this ID can be viewed as 2 halves, the first half indicating whether the file is an EF or a DF and also the level of the file within the hierarchy so that, for example, when the card is configured as a GSM SCOS:

3F indicates that the file is the MF

7F indicates that the file is a dedicated file other than the MF

2F indicates an elementary file under the MF

6F an elementary file under a dedicated file

With the exception of the MF, the SCOS will not enforce this naming convention.

The second half of the ID uniquely identifies a file within its scope. The scope of a file is defined by the search rules that are used by the select command.

6. Security

restricted where appropriate this information is available under NDA

	CHV1


	1234
	CHV1

UNBLOCK
	12345678

	CHV2


	5678
	CHV2

UNBLOCK


	12345678


GEOMEM is also available with External authentication under NDA

6.1. File Access Conditions

Each file on the SCOS has its own set of access conditions which determine what, if any, actions need to be taken prior to carrying out certain commands. The access conditions are defined in levels as follows:

Level 0 ALW

Level 1 CHV1

Level 2 CHV2

Level 3 RFU for GSM

Level 4 ADM/AUT

Level 5 RFU

: :

Level 14 RFU

Level 15 NEV

These levels are not hierarchical in the sense that the successful completion of a level 2  access condition does not mean that the level 1 access condition is also fulfilled.

6.1.1 ALW (Always)

This access condition means that the command(s) for which it is specified can be carried out without any restriction.

6.1.2 CHV1/CHV2 (Card Holder Verification 1/2)

The command(s) for which the access condition CHV1/CHV2 are specified can only be carried

out if one of the following is true:

· A correct CHV1/2 has been presented to the SCOS within this context since the SCOS was last reset. This includes the verification, change and enable processes.

· CHV1/2 within this context is disabled.

· Unblock CHV1/2 has successfully been carried out within this context since the SCOS was last reset.

6.1.3 ADM (Administration)

The commands which are protected by this access condition are under the control of the administration body (and consequently tend to be commands such as create file etc). To fulfill the access condition and give access to the commands protected, the external authentication algorithm must be successfully carried out.

6.1.4 NEV (Never)

The commands protected by this access condition can never be carried as the result of a request sent to the SCOS, though the SCOS operating system may carry out the command internally at certain points. It is possible by calling the lock command (see section 9.3.11) to change access conditions to NEV.

Each directory or EF will have a set of access conditions associated with it to indicate which of the conditions apply to which commands. These access conditions are supplied at the time of the file creation and are coded on four bytes, where each half byte has significance. The access condition required is entered at the location of the command that is to be protected.

DF Access Condition Coding.

7. SCOS Commands

7.1 There are 3 basic commands:

1. Select file

2. Write Binary

3. Read Binary

7.1.1 and 5 security commands:

1. Verify CHV

2. Change CHV

3. Disable CHV

4. Enable CHV

5. Unblock CHV

All commands  comply with GSM11.11

7.2 MEM62 - 5 blocks of 4.6Kb :-

The EE is split into 5 data files: 9F00, 9F01, 9F02, 9F03 & 9F04 access to which is controlled by 2 PINs one for read access and one for write access.

For example, to write data to block 0 (file 9F00):-

1. Send apdu Select file(9F00)

2. Send apduVerify CHV2

3. Send apdu Write Binary with the address, number of bytes, and data.

To Read the data back:-

1. Send apdu Selectfile(9F00)

2. Send apdu Verify CHV1

3. Send apdu Read Binary with the address & number of bytes to read.

7.3 MEM62 – single 24Kb block :-

The EE has 1 data file: 9F00 access to which is controlled by 2 PINs one for read access and one for write access.

For example, to write data :-

4. Send apdu Select file(9F00)

5. Send apduVerify CHV2

6. Send apdu Write Binary with the address, number of bytes, and data.

To Read the data back:-

4. Send apdu Selectfile(9F00)

5. Send apdu Verify CHV1

6. Send apdu Read Binary with the address & number of bytes to read.

8. Communications
The communications protocol supported in the SIM is T=0. A high speed T=0 option is provided for personalization to speed up this process. Protocol Type Selection (PTS) will be used to select the high-speed option. Block and byte ACK modes as defined by ISO 7816-3 will be used to achieve the optimum performance from the communications. Character repetition request, defined by ISO 7816-3, will also be implemented to reduce the number of error cases

8.1 Security Shutdown

Although security shut down is a state into which the SCOS can enter, it is not strictly speaking a life phase. At times the SCOS will shut itself down and will refuse to respond to the outside world until it has been reset. There are two main causes of this state, either the SCOS believes its security procedures are under attack or there is some internal data anomaly which should be cleared by carrying out a reset. If the SCOS is still in the security shut down phase following a reset, then it has an internal anomaly which cannot be resolved. This state is equivalent to the SCOS being dead. The causes of security shutdown are as follows:

· Corrupted RAM

· Processor corruption

· Checksum failure of a non-critical data structure

· Ask Random not followed by external authentication

· Failed external authentication

· EEPROM retry limit exceeded

9. APDU details

9.1 Select

Standards:

This command is specified by both EN 726-3 and GSM 11.11. The Select command will be implemented according to GSM 11.11 and will not utilize the additional parameters specified by EN 726-3. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description:

· This command will select an EE block in the filing structure and this becomes the current file. 

Access Conditions:

No access conditions need to be met to execute this command.

Command Inputs:

All command inputs are shown as hexadecimal characters:

	Data File
	ID

	Instruction Class
	EE

	Instruction Code
	A4

	Parameter 1 (P1)
	00

	Parameter 2 (P2)
	00

	Parameter 3 (P3)
	/Length 02


9.1.1 Response:

The select command will respond with a status indicating success or failure. Where the status value indicates success, it will also contain the length of the information available by issuing the get response command.

Error Codes:

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	9F XX
	Select executed OK.

XX is the length of the data available to get response

	92 40
	Select failed.

There is a memory problem on the SCOS which prevented the select.

	94 04
	Select failed.

The file ID was not found within the allowable search paths

	6E 00 
	Select failed.

The instruction class was incorrect

	6D 00 
	Select failed.

The instruction code was incorrect

	6F XX 


	*Select failed.

There was a technical problem.

XX contains an indication of the problem:

00 Select followed an ask random

0C Bad LRC encountered

21 Security context is full

	6B 00
	Select failed.

Incorrect P1 or P2

	67 02 
	Select failed.

Incorrect P3, 0x02 is the only allowable value for P3.


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.2 Write Binary

Standards

This command is specified in the same way by both GSM 11.11 and EN 726-3. The SCOS will therefore conform to both standards. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

The Write Binary command is used to update the current file with a string of bytes. Update is equivalent to an erase followed by a write. This is equivalent to an incoming command.

Access Conditions

CHV2 must have been previously correctly presented & verified

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class………… EE

Instruction Code………… D6

Parameter 1 (P1)………… Offset MSB *

Parameter 2 (P2)………… Offset LSB *

Parameter 3 (P3)/Length… Length of update

Data……………………… New data values

* For example, to update from the 300th byte (12C in hexadecimal) the offset MSB will be

01 and the offset LSB will be 2C.

9.2.1 Response

The update binary command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Update binary executed OK

	92 0X
	Update binary successful but only following X retries to write to the memory of the SCOS

	92 40
	Update binary failed. There is a memory problem on the SCOS which prevented the update

	94 00
	Update binary failed. There is no current EF

	94 08
	Update binary failed. The current EF is not a transparent EF

	98 04
	Update binary failed. The access conditions for the update have not been fulfilled

	98 10
	Update binary failed. The current EF is invalidated and therefore the update cannot be allowed

	6E 00
	Update binary failed. The instruction class was incorrect

	6D 00
	Update binary failed. The instruction code was incorrect

	6F XX *
	Update binary failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Update binary followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

13 File has no data attached and so cannot be read or updated

21 Security contexts full



	6B 00
	Update binary failed. Incorrect P1 or P2.

The offset supplied is greater than the file size

	67 00
	Update binary failed. Incorrect P3.

This is incorrect if either P3 is greater than the EF size or if PI/P2 plus P3 exceeds the length of the EF


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.3 Read Binary

Standards

This command is specified in the same way by both GSM 11.11 and EN 726-3. The SCOS will therefore conform to both standards.  Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

The read binary command is used to read a string of bytes from the current file. This is equivalent to an outgoing command.

Access Conditions

CHV1 must have been previously correctly presented & verified
Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class……….. EE

Instruction Code……….. B0

Parameter 1 (P1)……….. Offset MSB *

Parameter 2 (P2)……….. Offset LSB *

Parameter 3 (P3)/Length.. Length of read

* For example, to read from the 300th byte (12C in hexadecimal) the offset MSB will be 01

and the offset LSB will be 2C.

9.3.1 Response

All response values are shown as hexadecimal characters.

The read binary command will respond with the requested data bytes.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Read binary executed OK

	92 40
	Read binary failed. There is a memory problem on the SCOS which prevented the read

	94 00
	Read binary failed. There is no current EF

	94 08
	Read binary failed. The current EF is not a transparent EF

	98 04
	Read binary failed. The access conditions for the read have not been fulfilled

	98 10
	Read binary failed. The current EF is invalidated and therefore the read cannot be allowed

	6E 00
	Read binary failed. The instruction class was incorrect

	6D 00
	Read binary failed. The instruction code was incorrect

	6F XX *
	Read binary failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Read binary followed an ask random

0C Bad LRC encountered

13 File has no data attached and so cannot be read or updated

21 Security contexts full

6B 00 Read binary failed. Incorrect P1 or P2. The offset supplied is greater than the file size.



	67 00
	Read binary failed. Incorrect P3. This is incorrect if either P3 is greater than the EF size or if PI/P2 plus P3 exceeds the length of the EF




* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.4 Verify CHV

Standards

This command is specified in the same way by both GSM 11.11 and EN 726-3 except that GSM 11.11 defines the number of CHV attempts before blocking occurs as 3, while in EN 726- 3 this is configurable. The SCOS will follow EN 726-3 and will allow the CHV attempts to be configurable. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

This command verifies the CHV presented against the relevant CHV stored for the current position within the EE filing structure. The verification process cannot be carried out if the CHV is disabled or blocked by previous bad CHV verifications. This command must be carried out to fulfill access conditions for other commands which state that CHV1 or CHV2 must first be successfully submitted. If the CHV presented is correct, the number of remaining CHV attempts for this CHV shall be reset to the initial value. Any commands that are protected by the access condition of the CHV verified will now be possible.

If the CHV presented is false, the number of remaining CHV attempts for that CHV shall be decremented. If the result of this operation is that the number of remaining CHV attempts is now 0, the CHV shall be blocked and no access conditions requiring its entry can be fulfilled until it is unblocked.

Order of checks:

1. Check if the CHV is disabled

2. Check if the CHV is blocked

Only if the CHV fails both of these tests will the verification proceed.

This is equivalent to an incoming command.

Access Conditions

Not applicable.

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class………… EE

Instruction Code…………. 20

Parameter 1 (P1)…………. 00

Parameter 2 (P2)…………. CHV No: 01 = CHV1; 02 = CHV2

Parameter 3 (P3)/Length…. Length of CHV (8)
Data………………………. CHV

9.4.1 Response

The verify CHV command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Verify CHV successful

	92 0X
	Verify CHV successful but only following X retries to write to the memory of the SCOS

	92 40
	Verify CHV failed. There is a memory problem on the SCOS which prevented the verification

	98 02
	Verify CHV failed. There is no CHV initialized

	
	

	98 04
	Verify CHV failed. The CHV supplied did not match but there is at least one more attempt available

	98 08
	Verify CHV failed. The verify operation cannot be allowed because the CHV is either blocked or disabled

	98 40
	Verify CHV failed. The CHV supplied did not match and there are no more attempts available. The CHV is blocked

	6E 00
	Verify CHV failed. The instruction class was incorrect

	6D 00
	Verify CHV failed. The instruction code was incorrect

	6F XX *
	Verify CHV failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Verify CHV followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

12 An attempt was made to overwrite the save of the current position

21 Security contexts full

	6B 01
	Verify CHV failed. Incorrect P1

	6B 02
	Verify CHV failed. Incorrect P2

	67 08
	Verify CHV failed. Incorrect P3. This value should be 0x08 for this command


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.5 Change CHV

Standards

This command is defined slightly differently in EN 726-3 and GSM 11.11 in that for EN 726-3 it is necessary to check to see if the CHV can be changed as this functionality is optional, whereas GSM 11.11 assumes that the CHV can be changed. In addition, GSM 11.11 defines the number of CHV attempts before blocking occurs as 3, while in EN 726-3 this is configurable. The SCOS will conform to EN 726-3 and will check to see if the CHV can be changed before allowing the command to proceed. This impacts the personalization of GSM SCOSs which must be personalized to indicate that the CHVs can be changed. The number of CHV attempts will also follow EN 726-3 and will be configurable. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

This command replaces the relevant CHV for the current position within the EE filing structure with the new value supplied. The change cannot be carried out if the CHV is disabled or is blocked by previous bad CHV verifications or if the change is not allowed. If the old CHV presented is correct, the number of remaining CHV attempts for this CHV shall be reset to the initial value and the new CHV presented will replace the old value. Any commands that are protected by the access condition of the CHV changed will now be possible. If the old CHV presented is false, the number of remaining CHV attempts for that CHV shall be decremented. If the result of this operation is that the number of remaining CHV attempts is now 0, the CHV shall be blocked and no access conditions requiring its entry can be fulfilled until it is unblocked.

Order of checks:

1. Check if change is prohibited

2. Check if the CHV is disabled

3. Check if the CHV is blocked

Only if the CHV fails all three of these tests will the verification of the old CHV proceed and then only if the old CHV is correct will the change take place. This is equivalent to an incoming command.

Access Conditions

Not applicable.

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class………… EE

Instruction Code………… 24

Parameter 1 (P1)………… 00

Parameter 2 (P2)………… CHV No: 01 = CHV1; 02 = CHV2
Parameter 3 (P3)/Length… Length of old CHV & new CHV (10)

Data……………………… Old CHV & new CHV

9.5.1 Response

The change CHV command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Change CHV successful

	92 0X
	Change CHV successful but only following X retries to write to the memory of the SCOS

	92 40
	Change CHV failed. There is a memory problem on the SCOS which prevented the change

	98 02
	Change CHV failed. There is no CHV initialized

	98 04
	Change CHV failed. The old CHV supplied did not match but there is at least one more attempt available

	98 08
	Change CHV failed. The change operation cannot be allowed because the CHV is either blocked, disabled or cannot be changed

	98 40
	Change CHV failed. The old CHV supplied did not match and there are no more attempts available. The CHV is blocked

	6E 00
	Change CHV failed. The instruction class was incorrect

	6D 00
	Change CHV failed. The instruction code was incorrect

	6F XX *
	Change CHV failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Change CHV followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

12 An attempt was made to overwrite the save of the current position

21 Security contexts full



	6B 01
	Change CHV failed. Incorrect P1

	6B 02
	Change CHV failed. Incorrect P2

	67 10
	Change CHV failed. Incorrect P3. This should always be 0x10 for this command


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.6 Disable CHV

Standards

This command is defined slightly differently in EN 726-3 and GSM 11.11 in that for EN 726-3 it is necessary to check to see if the CHV can be disabled as this functionality is optional, whereas GSM 11.11 assumes that CHV1 can be disabled but CHV2 cannot. In addition, GSM 11.11 defines the number of CHV attempts before blocking occurs as 3, while in EN 726-3 this is configurable.

The SCOS will conform to EN 726-3 and will check to see if the CHV can be disabled before allowing the command to proceed. This impacts the personalization of GSM SCOSs which must be personalized to indicate that the CHV1 can be disabled and CHV2 cannot. The number of CHV attempts will also follow EN 726-3 and will be configurable.

Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

This command disables the relevant CHV for the current position within the EE filing structure.

The disabling cannot be carried out if the CHV is already disabled or is blocked by previous bad CHV verifications, or if the disabling is not allowed. If the CHV presented is correct, the number of remaining CHV attempts for this CHV shall be reset to the initial value and the CHV will be disabled. If the CHV presented is false, the number of remaining CHV attempts for that CHV shall be decremented. If the result of this operation is that the number of remaining CHV attempts is now 0, the CHV shall be blocked and no access conditions requiring its entry can be fulfilled until it is unblocked.

Order of checks:

1. Check if disable is allowed.

2. Check if the CHV is already disabled

3. Check if the CHV is blocked

Only if the CHV fails all three of these tests will the verification of the CHV proceed and then only if the CHV is correct will the disable take place.

This is equivalent to an incoming command.

Access Conditions

Not applicable.

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class……….. EE

Instruction Code………... 26

Parameter 1 (P1)………... 00

Parameter 2 (P2)………... CHV No: 01 = CHV1; 02 = CHV2

Parameter 3 (P3)/Length.. Length of CHV (8)

Data…………………….. CHV

9.6.1 Response

The disable CHV command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Disable CHV successful

	92 0X
	Disable CHV successful but only following X retries to write to the memory of the SCOS

	92 40
	Disable CHV failed. There is a memory problem on the SCOS which prevented the disabling

	98 02
	Disable CHV failed. There is no CHV initialized

	98 04
	Disable CHV failed. The CHV supplied did not match but there is at least one more attempt available

	98 08
	Disable CHV failed. The disable operation cannot be allowed because the CHV is either blocked, already disabled or cannot be disabled

	98 40
	Disable CHV failed. The CHV supplied did not match and there are no more attempts available. The CHV is blocked

	6E 00
	Disable CHV failed. The instruction class was incorrect

	6D 00
	Disable CHV failed. The instruction code was incorrect

	6F XX *
	Disable CHV failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Disable CHV followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

12 An attempt was made to overwrite the save of the current position

21 Security contexts full

	6B 01
	Disable CHV failed. Incorrect P1

	6B 02
	Disable CHV failed. Incorrect P2

	67 08
	Disable CHV failed. Incorrect P3. This should always be 0x08 for this command


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.7 Enable CHV

Standards

This command is defined slightly differently in EN 726-3 and GSM 11.11 in that for EN 726-3 it is necessary to check to see if the CHV can be enabled as this functionality is optional, whereas GSM 11.11 assumes that CHV1 can be enabled but CHV2 cannot. In addition, GSM 11.11 defines the number of CHV attempts before blocking occurs as 3, while in EN 726-3 this is configurable.

The SCOS will conform to EN 726-3 in that it will check to see if the CHV can be enabled before allowing the command to proceed. This impacts the personalization of GSM SCOSs which must be personalized to indicate that the CHV1 can be enabled and CHV2 cannot. The number of CHV attempts will also follow EN 726-3 and will be configurable. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

This command enables the relevant CHV for the current position within the EE filing structure. The enabling cannot be carried out if the CHV is already enabled or is blocked by previous bad CHV verifications, or if the enabling is not allowed. If the CHV presented is correct, the number of remaining CHV attempts for this CHV shall be reset to the initial value and the CHV will be enabled. Any commands that are protected by the access condition of the CHV enabled will now be possible. If the CHV presented is false, the number of remaining CHV attempts for that CHV shall be decremented. If the result of this operation is that the number of remaining CHV attempts is now

0, the CHV shall be blocked and no access conditions requiring its entry can be fulfilled until it is unblocked.

Order of checks:

1. Check if enable is allowed.

2. Check if the CHV is already enabled

3. Check if the CHV is blocked

Only if the CHV fails all of these tests will the verification of the CHV proceed and then only if the CHV is correct will the enable take place. This is equivalent to an incoming command.

Access Conditions

Not applicable.

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class…………EE

Instruction Code………… 28

Parameter 1 (P1)………  . 00

Parameter 2 (P2)………... CHV No: 01 = CHV1; 02 = CHV2
Parameter 3 (P3)/Length.. Length of CHV (8)

Data……………………. CHV

9.7.1 Response

The enable CHV command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Enable CHV successful

	92 0X
	Enable CHV successful but only following X retries to write to the memory of the SCOS

	92 40
	Enable CHV failed. There is a memory problem on the SCOS which prevented the enabling

	98 02
	Enable CHV failed. There is no CHV initialized

	98 04
	Enable CHV failed. The CHV supplied did not match but there is at least one more attempt available

	98 08
	Enable CHV failed. The enable operation cannot be allowed because the CHV is either blocked, already enabled or cannot be enabled

	98 40
	Enable CHV failed. The CHV supplied did not match and there are no more attempts available. The CHV is blocked

	6E 00
	Enable CHV failed. The instruction class was incorrect

	6D 00
	Enable CHV failed. The instruction code was incorrect

	6F XX *
	Enable CHV failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Verify CHV followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

12 An attempt was made to overwrite the save of the current position

21 Security contexts full

	6B 01
	Enable CHV failed. Incorrect P1

	6B 02
	Enable CHV failed. Incorrect P2

	67 08
	Enable CHV failed. Incorrect P3. This should always be 0x08 for this command


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.

9.8 Unblock CHV

Standards

This command is defined slightly differently in EN 726-3 and GSM 11.11 in that EN 726-3 allows for a finite possible number of unblocks of a CHV, whereas GSM 11.11 allows infinite unblocks. In addition GSM 11.11 specifies that there will be 3 CHV attempts before the CHV is blocked while in EN 726-3 this is configurable. The SCOS will follow EN 726-3 and allow for a number of possible unblocks to be defined. The number of CHV attempts will also follow EN 726-3 and will be configurable. These items must therefore be set up during personalization. Where there is a difference in any possible error codes, the SCOS will conform to GSM 11.11.

Command Description

This command allows the unblocking of the relevant CHV for the current position within the EE filing structure. In order to do this, a special unblock key is used. It is not necessary for the CHV to be blocked to carry out this command. Every time the unblock command is used, if the unblock mechanism counter is set to any value other than FF, it will be decremented by 1. If the result of this operation is that the counter is now 0, the unblock command can no longer be used.

If the unblock key presented is correct, the number of remaining consecutive unblock attempts  for this CHV shall be reset to 10 and the CHV will be unblocked and enabled (even if it was disabled before it became blocked) and the number of remaining CHV attempts for this CHV shall be reset to the initial value. In this case the CHV will become the new value of the CHV supplied. Any commands that are protected by the access condition of the CHV unblocked will now be possible.

If the unblock key presented is false, the number of remaining consecutive unblock attempts for that CHV shall be decremented. If the result of this operation is that the number of remaining consecutive unblocking attempts is now 0, the unblock key itself shall be blocked. From this point onward no access conditions requiring verification of the CHV can ever be fulfilled. This is equivalent to an incoming command. 

Access Conditions

Not applicable.

Command Inputs

All command inputs are shown as hexadecimal characters.

Instruction Class………. EE

Instruction Code……….. 2C

Parameter 1 (P1)……….. 00

Parameter 2 (P2)……….. CHV No: 00/01 = CHV1 *; 02 = CHV2

Parameter 3 (P3)/Length.. Length of Unblock key & CHV (10)

Data…………………….. Unblock key & new CHV

* For this command only the value of 00 or 01 can be used to indicate CHV1.

9.8.1 Response

The unblock CHV command will respond with a status indicating success or failure.

Error Codes

All error codes are shown as hexadecimal characters.

	Code
	Meaning

	90 00
	Unblock CHV successful

	92 0X
	Unblock CHV successful but only following X retries to write to the memory of the SCOS

	92 40
	Unblock CHV failed. There is a memory problem on the SCOS that prevented the unblocking

	98 02
	Unblock CHV failed. There is no CHV initialized

	98 04
	Unblock CHV failed. The Unblock key supplied did not match but there is at least one more attempt available

	98 40
	Unblock CHV failed. The unblock key supplied did not match and there are no more attempts available. The unblock key is itself blocked or the maximum number of unblocks for this CHV has been reached

	6E 00
	Unblock CHV failed. The instruction class was incorrect

	6D 00
	Unblock CHV failed. The instruction code was incorrect

	6F XX *
	Unblock CHV failed. There was a technical problem. XX contains an indication of the problem as per the following table:

00 Unblock CHV followed an ask random

0C Bad LRC encountered

0F The recovery control data is corrupted

11 The recovery log is full

12 An attempt was made to overwrite the save of the current position

21 Security contexts full



	6B 00
	Unblock CHV failed. Incorrect P1 or P2

	67 10
	Unblock CHV failed. Incorrect P3. This should always be 0x10 for this command


* Although the only value defined for this field by the standards is 00, other values will be used by the SCOS to provide more information.
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